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Network(ing) Programmability

oM



Traditional Switching Architectures

Controlplane CPU

Table management
packets
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Softwaredefined Networking (v1)

Policies/ signaling

OpenFlow/ NETCONF etc <=l =

Controller
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Data plane “This is how I know to
process packets”
(i.e. the ASIC datasheet

makes the rules)
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Status Quo: Bottorup Design

‘ Network Demands

Switch OS

|

Run-time API ]

Driver

AThi Bowil lenow to

process packetso
(i.e. the ASIC datasheet :
makes the rUIeS) Fixed-function ASIC
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A Better Approach: Tegown Design

ﬁ Switch OS
Network Demands
Feedback ’ l

Run-time API ]

Driver

AT hi Bowilwant the network to
behave and how to swit
(the user / controller

makes the rules)
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P4 Programmable Device
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Benefits of Data Plane Programmability

CDhlew Features; Add new protocols

CReduce complexitg Remove unused protocols

CEfficient use of resources flexible use of tables

CGreater visibility¢ New diagnostic techniques, telemetry, etc.

C3W style developmeng rapid design cycle, fast innovation, fix data plane bugs ii
the field

CYou keep your own ideas
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Programmable Network Devices

CPISA: Flexible Match+Action ASICs
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These devices let us tell them how to process packets.
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P4

(Programming Protocahdependent Packet Processors)
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P4 Language Elements

R

Parsers

Controls

Expressions

Data Types

Architecture
Description

Extern Libraries

State machine,
bitfield
extraction

Tables, Actions,
control flow
statements

Basic
operations and
operators

Bistrings,
headers,
structures, arrays

Programmable
blocks and their
interfaces
Support for
specialized
components
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PISA: Protocdhdependent Switch Architecture

{ Programmer defines

the tables and the
exact processing
algorithm

how the output packet

Programmer declares the ! :
g will look on the wire

headers that should be
recognized and their
order in the packet

[ Programmer declares

Programmable Programmable Match-Action Pipeline

Parser A
7\,

Programmable
Deparser
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PISA In Action

CPacket is parsed into individual headers (parsed representation)
CdBleaders and intermediate results can be used for matching and actions
CPleaders can be modified, added or removed

CPacket is deparsed (serialized)

Programmable Match-Action Pipeline
Programmable A Programmable

Parser ( \ Deparser




Mapping a simple logical pipeline on PISA

Large

IPv4

IPv6

P4 compiler

Allocate resources to
® realize the pipeline

Programmable Match-Action Pipeline

Programmable i Programmable
Parser 'S " Deparser
IPV6 _
3 I 1Pv4 IPv4 address —1n
—3 > 1 address |-2»|| address ;m ==
 ta ‘table table —2
| = I - =

Match+Action
Stage (Unit)

m Dféf-:



P4 programs and architectures

my_program.p4

Defines the processing
of each block

I 1 I [
— T T | (e
| (||| 0 || . I R E—L
I 1] cvee |=- | =0 |}
- - m eplication -
-= -=| Scheduling |-= -.I:ml
—m =[ =m
| (. (| | | I

Defines which blocks are
available, the interfaces of each
* block, and their capabilities
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architecture.p4
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P4 Compiler and Runtime
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Programming a P4 Target

User supplied ettt |
| Control Plane
Rt L L o e 1 I
P4 Program | P4 Compiler addremove B exern B Packetinout
table entries control

[

CPU port

RUNTIME

Target-specific =
conII[")iguration ,LLadl/ Tables objects Data Plane
inary

Model

|
P4 Architecture i
|

Vendor supplied
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P4 Compiler Workflow

P4 compiler generates 2 files:

1. Targetspecific binaries

A Used to configure switch pipeline (e.g. bin
config for ASIC, bitstream for FPGA, etc.)

2. P4Info file
A 5SAO0ONNOSaA
control

GaOKSYI ¢

A Captures P4 program attributes
A Tables, actions, parameters, etc.

A Protobutbased format

A Targetindependent compiler output
A Same P4lInfo for SW switch, ASIC, etc.

&
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™= pac
EQ (compiler)
°
!

test.pdinfo |

-

test.bin

— e Control plane

p4runtime.proto

P4Runtime server

| Target driver

Switch ASIC
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P4 Runtime Overview

A Protocol for runtime control of Rdefined data

planes Control plane

A Protobufbased API definition

A Automatically generate client/server code for many p4runt1'me-pr;>;'°

languages () ______________

A gRPC transport
A P4 programndependent /et |

AltL R2SayQid OKFy3aS gAlE _|S€Nef(e-g-8RPC)'_; g

. . .- Target driver :

A Enables fieldeconfigurability e |

A Ability to push new P4 program, i.e.;cenfigure \
the switch pipeline, without recompiling the switch
; P4 target

software stack oo - sl :



P4 Runtime SetPipelineConfig

enum Action {
UNSPECIFIED = 0;
VERIFY = 1;
VERIFY_AND_SAVE =
VERIFY_AND_COMMIT
COMMIT = 4;
RECONCILE_AND_COMMIT = 5;

}

uint64 device_id = 1;

uint64 role_id = 2;

Uint128 election_id = 3;

Action action = 4;

ForwardingPipelineConfig config

2;
= 33

message SetForwardingPipelineConfigRequest {

&

oM

§ p4info ~ Control plane ?

__________________

SetPipelineConfig()

(compnler)
Pipeline config bits

________________________

e | Target driver | E

Switch ASIC

|
B

»message ForwardingPipelineConfig {

config.P4Info p4info = 1;
// Target-specific P4 configuration.
bytes p4_device_config = 2;
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P4 Example : Simple Router

Data plane (P4) program
- Defines the format of the table
- Performs lookup
- Executes the chosen action
Control plane

- Populates table entries with specific
information

Control plane populates table entries

|__Key | Action | ActionData______[ERSSY
10.0.1.1/32 ipv4_forward  dstAddr=00:00:00:00:01:01
port=1

10.0.1.2/32 drop
* NoAction

oM

action ipv4_forward(bit<48> dst_addr, bit<9> port) {
ethernet.dst_addr = dst_addr;
standard_metadata.egress_spec = port;
ipv4.ttl = ipv4.ttl - 1;
b
table ipv4_routing_table {
key = {
ipv4.dst_addr : LPM; // longest-prefix match
b
actions = {
ipv4_forward();
drop();

10.0.1.2
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P4 Use Cases
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P4 Use Cases

Detection of Heavy Hitters

Flow Monitoring

Sketches

In-Band Network Telemetry
DSL-based Monitoring Systems

Path Tracking
Other Fields of Application

Cellular Networks (4G/5G)
Internet of Things (loT)
Advanced . ;
Networking Industrial Networking
Section XII Time-Sensitive Networking (TSN)

Monitoring
Section IX

Network Function Virtualization (NFV)

Service Function Chaining (SFC)
Data Center Switching

Load Bal Applied Firewalls
oad Balancing Traffic Management and pplie .
Congestion Notification COngestio?\ Control Research Font Knocking
2 Section X Domains Network DDoS Attack Mitigation
Traffic Scheduling

Security
Section Xl Intrusion Detection Systems (IDS)

Connection Security
Other Fields of Applications

Traffic Aggregation
Active Queue Management (AQM)
Traffic Offloading

Source Routing

-~ 5 ro—— Network Coding
Routing and iscellaneous i s g <
Multicast Forwargding Research Domgﬁ'ls Distributed Algorithms
Publish/Subscribe Systems Section XI Section XIV State Migration

Named Data Networks
Data Plane Resilience
Other Fields of Applications

Application Support

The figure is taken frorA Survey on Data Plane Programming with P4: Fundamentals, Advances, and Applied Resaaecty
Frederik Hauser, Marco Haberle, Daniel Merling, Steffen Lindner, Vladimir Gurevich, Florian Zeiger, Reinhard FrankeMichael M
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Example: Irfband Telemetry

(’mWhich path did 1 i visited Switch 1
Switch 9 @1. 3as, Swi t

8 —

< e

[ 4 | Rue
1 &
2 hin Switch 1. | foll owe:
« Il n Switch 9, | foll owed

75 192.168.0/24@mWhich rules did my packet

foll ow?l
X

Kim, Changhoon, Anirudh Sivaraman, Naga Katta, Antonin Bas, Advait Dixit, and Lawrence J. Wobker. "In-band network
telemetry via programmable dataplanes.” In ACM SIGCOMM, vol. 15. 2015.
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Example: Irfband Telemetry

@hJHOW l ong did my packet tuDel ay: 10 Q9740nsl 2 0t0Oonts2

Queue

ehJWhO did my packet shlare the queue with?l
Time

Kim, Changhoon, Anirudh Sivaraman, Naga Katta, Antonin Bas, Advait Dixit, and Lawrence J. Wobker. "In-band network
telemetry via programmable dataplanes.” In ACM SIGCOMM, vol. 15. 2015.
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Example: Irfband Telemetry

@hJHOW long did my packet yhpel ay: 1009740psl 2o ¢

Aggressor flow!

@hJWho did my packet share the queuenmeith’?l

Kim, Changhoon, Anirudh Sivaraman, Naga Katta, Antonin Bas, Advait Dixit, and Lawrence J. Wobker. "In-band network
telemetry via programmable dataplanes." In ACM SIGCOMM, vol. 15. 2015.
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Example: Irfband Telemetry

SwitchlD, Arrival Time,
Queue Delay, Matchegd _Rules, ©O

Original Packet
\
— W -
@

i

i

Log, Analyze
Replay and Visualize

Kim, Changhoon, Anirudh Sivaraman, Naga Katta, Antonin Bas, Advait Dixit, and Lawrence J. Wobker. "In-band network
telemetry via programmable dataplanes.” In ACM SIGCOMM, vol. 15. 2015.
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Example: IP Multicast (Packet Replication)

» |IP multicast (IPMC) efficiently distributes one-to-many traffic

IPMC
group 1

IPMC
< group 2

= Traditional IPMC core network requires
1. State per multicast group to know next-hops (NHs) of a packet
2. Signaling in core network when Group subscriptions change

= Scalability of traditional IPMC is limited

Merling, Daniel, Steffen Lindner, and Michael Menth. "Hardware-based evaluation of scalable and resilient multicast with bier in p4."
IEEE Access 9 (2021): 34500-34514.
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Example: IP Multicast (Packet Replication)

Merling, Daniel, Steffen Lindner, and Michael Menth. "Hardware-based evaluation of scalable and resilient multicast with bier in p4."
IEEE Access 9 (2021): 34500-34514.
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